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INTRODUCTION - STEVE KUNCEWICZ

= Partner, BLM, Commercial Advisory Business Stream

= Specialism in Intellectual Property, Media & Privacy-
related Issues (Advisory, Litigation & Regulatory)

= Media Spokesperson on IP & Media Topics (FT, Times,
Guardian, MEN, News Of The World, Liverpool Daily
Post, Radio 2, Radio 4, Radio 5, ITV News, Sky News,
Russia Today, BBC Breakfast)

= Key Clients: United Utilities, Salford City Council,
Tangerine Comms, MediaCom North, Amplifon

= Member, Law Society Technology & Law and Public &
Regulatory Affairs Committees

= Author, “Legal Issues Of Social Media"” — Published July
2010 and “Corporate Reputation in the Online World” —
May 2011 (available via Amazon)
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FURTHER READING (OR CURES FOR INSOMNIA) 0 BLM

Doing Business After Brexit:
A Practical Guide to the
Legal Changes

Legal Issues of Web 2.0 and Legal Issues of Corporate
Social Media Communication in an Online World
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INTRODUCTION - COMMERCIAL ADVISORY & PRIVATE O BLM
WEALTH

A LEADING INSURANCE RISK
AND COMMERCIAL LAV SPECIALIST

CLEAR » CONCISE » CONNECTED
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INTRODUCTION - COMMERCIAL ADVISORY & PRIVATE WEALTH 0 BLM

50 Lawyers across Manchester & London

= Specialised Legal Services provided with a Common-Sense Approach

= Supported by a National & International Network

= Linking into wider BLM Capability — Full-Service Offering

= Business Advisory — Corporate & Commercial, Intellectual Property & Media

= Commercial Employment Ny W A .
R’y
i \

= Commercial Litigation & Dispute Resolution

Commercial * '} ' Wi 1'.
Adyvisory h

Come to us for our specialised legal advice
and litigation, with our'common, sense appngach.

= Commercial Real Estate & Construction AR e L

and find out more.
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GENERAL DISASTER OR PRODUCTIVE RELATIONSHIP? 0 BLM
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GDPR KEY CHANGES: O BLM

* Requirement to notify breaches

» Much tougher fines (for Breaches, and failing to notify)

» Consent — higher threshold and harder to rely on

« Appointment of DPO

« Extra-territorial applicability

» Application to and liability of both processors and Controllers
« Accountability Principle

* Privacy By Design

* PlAs (mandatory in some cases) & Records of Processing

« "Right To Be Forgotten”

« Easier subject access process

 Clearer "layered” Privacy Notices & Justification for Processing
« Right of Data Portability

« Wider definition of personal data

» Right to object to automated processing/profiling a

* Civil claims more likely — “Effective Judicial Remedy”
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GDPR - INTRODUCTION O BLM

= GDPR & DPA 2018 - In force, but still developing in terms of practical guidance
and relevant case law

= Fully in force as part of UK Law, regardless of Brexit

= "“Controllers” must comply with 6 Data Protection Principles and be able to
demonstrate compliance (“Accountability Principle”)

= "Personal Data” defined very widely: “any information relating to an identified or
identifiable living individual” which is processed wholly or partly by automated
means and which forms part of a filing system or is intended to form part of a
filing system.

= "Filing System"” means “any structured set of personal data which is accessible
according to specific criteria, whether held by automated means or manually and
whether centralised, decentralised or dispersed on a functional or geographical
basis.”

= "Processing” means: “any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means,
such as collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction, erasure or
destruction.”
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IMPLEMENTATION
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GDPR - IMPLEMENTATION CHALLENGES QBLM

Implementing GDPR is a massive task in terms of process, time and effort
generally

Better Accountability needed for Controllers on what Data it holds, why it is held
and how long for

Common comment: Existing Guidance very useful in terms of what must be
done but not so helpful on how it can be done

Some guidance available, but many gaps still to be filled — little guidance
Mistakes lead to monetary penalties, regulatory action, claims from stakeholders,
bad publicity and damage to your business (including reputational)

High-Profile Breaches from unexpected sources — 815 Data Security Incidents in
Q3 2017 & 74 Cybersecurity Incidents (ICO “Data Security Incident Trends By
Sector & Types” —2017/18)

Data Audit & Privacy Impact Assessments the first logical steps

What do you hold and why?

"Reasonable Expectation” of Data Subjects — inform, explain and comply
Research by Talend suggests about a third of Businesses comply with GDPR and
many don’t meet the deadline for SAR compliance

|ICO - 75% rise on Data Security Incidents since 2016, with many based on
"human error” and complaints doubled since GDPR came into force

500% in self-reported breaches / 20% of UK Businesses compliant?
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DATA SUBJECT RIGHTS
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DATA SUBJECT RIGHTS

= Enhanced Data Subject Rights through GDPR/DPA 2018

= The right to be informed

* The right of access

= The right to rectification

= The right to erasure

» The right to restrict processing
= The right to data portability

= The right to object

» Rights in relation to automated decision making and profiling.

= Note — not all Data Subject Rights “created equal”...
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SUBJECT ACCESS REQUESTS
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SUBJECT ACCESS REQUESTS OQBLM

= Art. 15, GDPR - “The data subject shall have the right to obtain from the controller
confirmation as to whether or not personal data concerning him or her are being
processed, and, where that is the case, access to the personal data and the following
information:

= purposes of the processing;
= the categories of personal data concerned;

= the recipients or categories of recipient to whom the personal data have been or will be
disclosed, in particular recipients in third countries or international organisations,

= where possible, the envisaged period for which the personal data will be stored, or, if
not possible, the criteria used to determine that period,

= the existence of the right to request from the controller rectification or erasure of
personal data or restriction of processing of personal data concerning the data subject
or to object to such processing;

= the right to lodge a complaint with a supervisory authority,
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SUBJECT ACCESS REQUESTS QBLM

= where the personal data are not collected from the data subject, any available
information as to their source;

= the existence of automated decision-making, including profiling, referred to in Article
22(1) and (4) and, at least in those cases, meaningful information about the logic
involved, as well as the significance and the envisaged consequences of such
processing for the data subject”

= where personal data are transferred to a third party or to an international
organisation, the data subject shall have the right to be informed of the relevant
safeqguards relating to the transfer

= the Controller shall provide a copy of the personal data undergoing processing. The
right to obtain a copy of the personal data shall not adversely affect the rights and
freedoms of others”

=  Much of this information will be set out in your Privacy Notice as a “shop window”
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SUBJECT ACCESS REQUESTS OQBLM

Art. 15 (3) — How Personal Data shall be supplied:
“The controller shall provide a copy of the personal data undergoing processing.

For any further copies requested by the data subject, the controller may charge a
reasonable fee based on administrative costs.

Where the data subject makes the request by electronic means, and unless otherwise
requested by the data subject, the information shall be provided in a commonly used
electronic form.

More than just copy documents — responses include information on fundamental
approach to Data Protection, and could give rise to further claims/complaints

Bear in mind Art. 15 (4) — "The right to obtain a copy referred to in paragraph 3 shall
not adversely affect the rights and freedoms of others.”

Justifies Anonymisation, Pseudonymisation, Purpose & Storage Limitation,
Minimisation; you can't disclose what you don't hold!
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SUBJECT ACCESS REQUESTS OQBLM

= How can you recognise an SAR?

= GDPR doesn't specify how to make a valid request; can be in writing or verbally, and can be made
to any part of an organisation, including via Social Media

= Requests don't need to be identified as “Subject Access” as long as it's clear that a Data Subject is
asking for their Personal Data

= Setting out an easy-to-find Contact Point in Privacy Policy will be very helpful, but awareness &
training essential

= SAR Policies help with Accountability, along with sample First Responses and an SAR Register that
can help improve response times/methods

= Standard Form Responses help to gather all relevant information, and ideally will allow for
requests to be made electronically

= Responses can help to narrow scope of request, along with obtaining ID
= BUT, note that use of a Standard Form is not compulsory

= Response will ideally be in a “commonly-used electronic format”, ideally through a secure remote
access download

= No obligation to explain the Data provided in response to an SAR, but doing so will help to avoid
further action if possible
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SUBJECT ACCESS REQUESTS OQBLM

= Deadline for Responses

= One calendar month from the date of receipt whether or not the day after is a Working Day, but if
response date is during weekend or Public Holiday, then response is due on the next Working
Day (S.94, DPA 2018)

= Aiming for a 28-day response if possible will help to avoid issues?

= Response times can be extended by up to two months if the request is complex or you've
received several from the same individual

= |If you need to extend the deadline, explain why in writing and within one month of first receipt

»= |CO - Extensions will not be viewed as “reasonable” if doing so is “manifestly unfounded or
excessive”, if an exemption applies or if ID documents are requested before considering an SAR

= |t is reasonable to ask for ID if you have doubts about the identity of the Requestor, but ID
requested must be “proportionate” and just enough to establish identity

= |f you hold large volumes of Personal Data, you can ask for more information reasonably
necessary to clarify & respond to a request

= SARs can be submitted on behalf of others, such as Solicitors, but confirm ability to act on behalf
of individual through Form Of Authority
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SUBJECT ACCESS REQUESTS OQBLM

When can you refuse to comply with an SAR? - Exemptions from Right Of Access

(ii)

Paragraph 2 (a) of Schedule 2, DPA 2018 - Right of access does not apply to personal data processed for “the
prevention or detection of crime” to the extent that the right of access would be likely to prejudice that purpose

Paragraph 7 of Schedule 2, DPA 2018 — “The listed GDPR provisions do not apply to personal data processed for the
purposes of discharging a function that (a) is designed as described in column 1 of the Table and (b) meets the
condition relating to the function specified in column 2 of the table to the extent that the application of those
provisions will be likely to prejudice the proper discharge of the function”.

Column 1 Point 1 on the table applies when “the function is designed to protect members of the public against (a) financial
loss due to dishonesty, malpractice or other seriously improper conduct by, or the unfitness or incompetence of, persons
concerned in the provision of banking, insurance, investment or other financial services or in the management of bodies
corporate or (b) financial loss due to the conduct of discharged or undischarged bankrupts.” The relevant condition in column
2 is that the functions “(a) conferred on a person by an enactment (b) a function of the Crown, a Minister of the Crown of a
government department or (c) of a public nature and is exercised in the public interest”.

Column 1 Point 2 on the table is “the function is designed to protect members of the public against (a) dishonesty malpractice
or other seriously improper conduct or (b) unfitness or incompetence”. The condition in column 2 is that the function is “(a)
conferred on a person by an enactment (b) a function of the Crown, a Minister of the Crown or a government department or (c)
of a public nature and is exercised in the public interest”.

Paragraph 19 of Schedule 2, DPA 2018 — Right of access does not apply to personal data that consists of “(a)
information in respect of which a claim to legal professional privilege or, in Scotland, confidentiality of
communications, could be maintained in legal proceedings, or (b) information in respect of which a duty of
confidentiality is owed by a professional legal adviser to a client of the adviser”.

Paragraph 22 of Schedule 2, DPA 2018 — Right of access does not apply to personal data “processed for the
purposes of management forecasting or management planning in relation to a business or other activity to the
extent that the application of those provisions would be likely to prejudice the conduct of the business or activity
concerned”
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SUBJECT ACCESS REQUESTS - MIXED DATA QBLM

DPA 2018 Schedule 2 Part 3 - Restriction based on Article 23(1): Protection of Rights of Others

Protection of rights of others: general

16(1) Article 15(1) to (3) of the GDPR...and Article 5 of the GDPR so far as its provisions correspond to the rights and obligations
provided for in Article 15(1) to (3), do not oblige to controller to disclose information to the data subject to the extent that doing so
would involve disclosing information relating to another individual who can be identified from the information.

16(2) Sub-paragraph (1) does not remove the controller’s obligation where —
(a) the other individual has consented to the disclosure of information to the data subject, or
(b) it is reasonable to disclose the information to the data subject without the consent of the other individual.

16(3) In determining whether it is reasonable to disclose information without consent, the controller must have regard to all the
relevant circumstances, including —

(a) the type of information that would be disclosed;

(b) any duty of confidentiality owed to the other individuals,

(c) any steps taken by the controller with a view to seeking the consent of the other individual;

(d) whether the other individual is capable of giving consent; and

(e) any express refusal of consent by the other individual.

16(4) For the purposes of this paragraph —

(a) information relating to another individual” includes information identifying the other individual as a source of the information;

(b) an individual can be identified from information to be provided to a data subject by a controller if the individual can be
identified from:-

()  that information; or

(i) that information and any other information that the controller reasonably believes the data subject is likely to possess or
obtain.”
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SUBJECT ACCESS REQUESTS — MIXED DATA QBLM

= |CO guidance (NB. DPA 1998, not GDPR or DPA 2018)
= Three step approach:

= 1. Does the request require the disclosure of information that identifies a third party?
= 2.If so, has the third party consented?
= 3. Would it be reasonable in all the circumstances to disclose without consent?

= Step 1 - obligation was to provide information rather than documents. Therefore open to the
controller to delete names or edit documents if the third party information does not form part of
the requested information. If impossible to separate and comply with request then necessary to
look at steps 2 and 3.

= Step 2 - no obligation to get consent. In some circumstances clearly reasonable to disclose
without trying to get consent (e.g. where the information is known to the requester).

= Step 3 — as well as confidentiality, consider
= (a) information generally known by the individual making the request;
= (b) circumstances relating to the individual making the request.

= |f the information is known then it is more likely to be reasonable to disclose it. If the
information is important to the requester this is a relevant factor and any need to preserve
confidentiality must be weighed against the requesting party’s right to access information about
his or her life. Depending on the significance of the information to the requester, it may be
appropriate to disclose it even where the third party has withheld consent
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SUBJECT ACCESS REQUESTS - COMPLIANCE 0 BLM

= [CO are the first line of recourse; various options & sanctions available to compel
compliance

= Once the ICO starts looking at compliance with an SAR, their focus may shift to wider
compliance issues — Accountability isn't modular and doesn’t take place in a vacuum.

= The Court may be the final arbiter and has a discretion to make an order compelling
disclosure or to secure compliance with Data Protection Law.

= |n reaching a decision the Court will take into account:

= Whether there is a more appropriate route to obtaining the information such as by
disclosure in legal proceedings.

= The nature and gravity of the breach.
= The reason for having made the subject access request.

= Whether the real “request” was for documents rather than personal data.

No case law yet on Subject Access Requests post-GDPR, but existing decisions suggests
that Data Subject Rights & their exercise will take precedence, and that an improper
motive may be deterred through Costs Orders, rather than compliance being excused
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SUBJECT ACCESS REQUESTS - comPLIANCE () BLM

= Make "genuine and extensive efforts”, but not so far as to leave “no stone unturned”
=  Always subject to proportionality; measures adopted should be reasonable, appropriate and necessary

=  Where to search?

. Own Systems & Files

. Backups

. Deleted Data

. Data Held on Other Systems & Devices

= If you can't comply and carrying out the request identifies holes in your compliance (including
“availability”), then the ICO can’t and won't look the other way

= Redaction important to avoid breaching third party rights and/or to avoid further claims, but be aware of
whether or not you're dealing with a genuine SAR or other information which would ordinarily be
disclosed through Pre-Action or other Advanced Disclosure

= SARs will provide less wide-ranging information, as limited to “Personal Data”

= Dawson-Damer v Taylor Wessing - [2017] EWCA Civ 74 (16 February 2017): Any motivation behind an
SAR is irrelevant as long as it's not an abuse of process, but..

= |ttihadieh v 5-11 Cheyne Gardens and Deer v Oxford University - [2017] EWCA Civ 121 (03 March 2017) —
Motives behind requests and “absence of legitimate reason” may have costs consequences
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SUBJECT ACCESS REQUESTS OQBLM

= Holyoake v Candy [2017] EWHC 52 (QB) - Obligation to search limited to reasonable &
proportionate steps

= B v General Medical Council [2018] EWCA Civ 1497, 28 June 2018 — Decision relating to pre-GDPR SAR

= Patient complained about medical treatment & missed bladder cancer diagnosis — summary of report
into fitness to practice was disclosed, and request for full report treated as SAR

= Dr. B did not consent to disclosure of report as it was his personal data alone, and request was made with
a view to pending litigation

= GMC undertook balancing of interests test & disclosed full report on the basis that it contained Patient’s
Personal Data

= Dr. B appealed to High Court on basis of GMC failing to give adequate weight to his privacy rights &
express refusal of consent to disclosure of report; GMC appealed to C of A

= No basic presumption or starting point in favour of an objector in “mixed data” cases & no sound basis
for favouring either the objector or requestor; both sets of rights were equally important and neither
takes priority

= |If both sets of interests are equally balanced, then Organisations can’t positively say that it's reasonable to
comply without consent of the other, and a “tie break” would usually prevent disclosure

= Confirmation that motive behind SAR is irrelevant
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SUBJECT ACCESS REQUESTS OQBLM

= Practical Points

= Accountability Principle supports compliance — Subject Access must be “facilitated” and requests
dealt with “fairly & transparently”

= Having your ducks in a row and reasons for compliance or non-compliance will assist if
contentious requests referred to ICO

= Narrow requests wherever possible and engage with Data Subjects
= Document decisions taken (again, Accountability Principle)
= Check Identity of Data Subject (for good Data Security reasons)

= Subject access must be reasonable and “proportionate” — extensive effort, but not to the
exclusion of commercial sense

= Policies & Procedures will save time & legal fees, along with Standard-Form Responses & central
handling of requests

= Remember — Lawful Basis still to be identified & confirmed, along with Retention Period

= |CO - Likely to require compliance in first instance, and further action if “appropriate steps to
respond” not taken

= May lead to investigation or further sanction, or civil claims — Courts can make “an order for the
purposes of securing compliance”
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GDPR - EXEMPTIONS
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GDPR - EXEMPTIONS O BLM

Special Category Data

Art. 9 (1) — General prohibition on processing of “special category data”, previous referred to as
“sensitive”, but DPA 2018 introduces exemptions which allow processing of special category data
in certain circumstances

Exemptions — Art. 23, GDPR - allows national law to make “necessary and proportionate”
restrictions in a democratic society restrictions to safeguard, amongst other measures “enforcing
civil law claims”

If an exemption applies, “listed GDPR provisions” do NOT apply

Listed provisions:

Art. 13 & 14 - Information to be provided when Personal Data collected from Data Subject or
Third Party;

Art. 15 — Subject Access
Art. 16 — Right to Rectification
Art.17 — Right to Erasure

Art. 18 — Right to Restriction of Processing

Art. 5 — General principles, including lawful, fair & transparent processing (provided that
processing is lawful), and purpose limitation

So, most individual Data Subject Rights disapplied in the event of a valid Exemption
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GDPR - EXEMPTIONS O BLM

“Leqgal Proceedings” Exemption

= “The listed GDPR provisions do not apply to personal data consisting of information
that the controller is obliged by an enactment to make available to the public, to the
extent that the application of those provisions would prevent the controller from
complying with that obligation.

= (2)
= (3)
= (a)
= (b)
= (c)

blmlaw.com

The listed GDPR provisions do not apply to personal data where disclosure of the
data is required by an enactment, a rule of law or an order of a court or
tribunal, to the extent that the application of those provisions would prevent the
controller from making the disclosure.

The listed GDPR provisions do not apply to personal data where disclosure of the
data—

(s necessary for the purpose of, or in connection with, legal proceedings
(including prospective legal proceedings),

(s necessary for the purpose of obtaining legal advice, or

(s otherwise necessary for the purposes of establishing, exercising or defending
legal rights,to the extent that the application of those provisions would prevent
the controller from making the disclosure.”
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GDPR - EXEMPTIONS O BLM

= "“Leqgal Proceedings” Exemption

= Legal obligation overrides any objection by a Data Subject, but assessments of fairness &
proportionality still important

= Aslong as exemption is necessary for this purpose, and original provision inconsistent with
disclosure, then it can be relied upon.

= “Proceedings must be genuine, already underway or legal advice genuinely being sought”

= Huge importance to Claims Handling & obviates needs for Privacy Notice to be sent to Data
Subject in relation to whom disclosure is made

= Also - Legal Professional Privilege Exemption (Para. 19)

= “The listed GDPR provisions do not apply to personal data that consists of—

= (a) information in respect of which a claim to legal professional privilege or, in Scotland,
confidentiality of communications, could be maintained in legal proceedings, or

= (b) information in respect of which a duty of confidentiality is owed by a professional legal
adviser to a client of the adviser”

= See Holyoake v Candy

= Likely that this will cover the majority of claims-handling scenarios
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GDPR & CLAIMS HANDLING




GDPR & CLAIMS HANDLING O BLM

By their very nature, Pl claims depend upon the flow of personal data relating to
Claimants and other Stakeholders

"Doctor’s Receptionist” approach; much more risk averse since 25/5/18

Available sanctions for breach now much more significant, and Civil Claims for
Breaches easier to pursue (at least in theory), although quantum remains low

"Processing”/ use of Personal Data (including disclosure) must be underpinned by a
Lawful Basis

Go back to “Reasonable Expectation” — is there any way of Claims proceeding or
being defended without the use or sharing of Personal Data

"The Phoney War” — No GDPR penalties yet levied by ICO under new regime (yet)

Personal Data in Pl Claims is often inherently “sensitive”, relating to health or other
similar information

Overenthusiastic application of GDPR may lead to further satellite litigation and the
continued "weaponisation” of SARs

GDPR is both a sword and a shield, dependent upon your point of view

Brexit won't change any of this...
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GDPR & CLAIMS HANDLING O BLM

= (Claims depend heavily on the flow of data, including special category data, and many interests in
receiving it

= Claimants likely to use GDPR for tactical advantage
= Third parties likely to be reticent to disclose for fear of ICO censure/civil claims... for now, at least

= Start with principle — disclosure of data is lawful, fair, transparent and in “reasonable expectation”
of Claimant/Defendant

= Look at Lawful Basis — likely Legitimate Interest (most flexible), and dealing with claim is
“necessary” processing of Personal Data — would be expected by parties in any event and
processing necessary to advise fully; Parties unlikely to object.

= Consider Data Subject Rights when processing Personal Data (right to pursue a claim not one of
them)

= Apply any exemption — Legal Purposes — which would otherwise restrict processing to comply
with Data Subject Rights

= How you reach this decision is set out in your Privacy Notice

= However, Legitimate Interest only applies if disclosure if actually justifiable/necessary

= Disclosure of Special Category Data can be justified through “substantial public interest”, in this
case administration of justice

= Also “insurance purposes” condition when processing relates to administering a claim, advising
on insurance contracts and exercising a right or complying with obligation
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GDPR & CLAIMS HANDLING O BLM

The Challenges:

1- Ensuring that your own processing of Personal Data complies with the GDPR

2 - Coping with and challenging with previously-available information now being
withheld

3 - Tactical deployment of GDPR by Claimants AND Defendants
Always refer back to Lawful Basis & Reasonable Expectation
Consent — not always workable, or even advisable — the bar is far higher

Without Consent, more important to work to justify lawful basis and do so in a
transparent manner (Privacy Notices)

Legitimate Interest often the best option, provided it can be made out and doesn't
have a negative impact on privacy rights

Data Portability — Claimants may move Solicitors, but so may Defendants; how easily
can the transfer take place in an agreed format?

Breaches will happen — be prepared for them and engage with the ICO and affected
Stakeholders quickly and openly
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GDPR & CLAIMS HANDLING - THE BLM
ROADMAP ©
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GDPR & SECURITY - THE BACKGROUND (O BLM
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DATA PROTECTION PRINCIPLES O BLM

| IGDPR - Article 5 — Principles relating to the processing of personal data
(a) Personal data shall be processed lawfully, fairly and in a transparent manner in relation

to the data subject ('lawfulness, fairness and transparency’

1l(9)Personal data shall be collected for specified, explicit and legitimate purposes and not

further processed in a manner that is incompatible with those purposes... (‘purpose
limitation’)

Personal data shall be adequate, relevant and limited to what is necessary in relation to

the purposes for which they are processed (‘data minimisation’)

1{(¢)Personal data shall be accurate and, where necessary, kept up to date; every reasonable

step must be taken to ensure that personal data that are inaccurate, having regard to the

purposes for which they are processed, are erased or rectified without delay (‘accuracy’)

1 (9)]Personal data shall be kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the personal data are processed....
(‘storage limitation’)

BNo equivalent principle

1[(i]Personal data shall be processed in a manner that ensures appropriate security of the
personal data, including protection against unauthorised or unlawful processing and
against accidental loss, destruction or damage, using appropriate technical or
organisational measures (‘integrity and confidentiality’) — The “Security Principle”
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GDPR & SECURITY OQBLM

= "Accountability Principle” - Data Controllers are responsible for GDPR
compliance, which needs to be demonstrable through procedures, policies
and behaviour

= "Appropriate technical & organisational measures” which are risk-based &
proportionate

= Ongoing commitment to compliance; regular review essential
= Compliance mitigates against enforcement action & impact of civil claims

= "Security Principle” — Personal Data must be processed securely by using
"appropriate technical and organisational measures”

= Key Considerations — risk analysis, organisational policies, physical &
technical measures, staff engagement and "planning in peacetime”

= What's Expected — Ensure “confidentiality, integrity & availability of
Personal Data in a “timely form” in the event of a breach
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GDPR & SECURITY OQBLM

= What's the standard? - ‘Taking into account the state of the art, the costs of
implementation and the nature, scope, context and purposes of processing as well
as the risk of varying likelihood and severity for the rights and freedoms of
natural persons, the controller and the processor shall implement appropriate
technical and organisational measures to ensure a level of security appropriate to
the risk’ (Art. 32, GDPR)

= What harm can be caused via Data Breaches?:

= |dentity Fraud / Fake Transactions
= Targeting of Data Subjects

= Exposure of Contact Details

= Embarrassment/Inconvenience
= “Distress”

= "CIA Triad” — 3 Key Elements Of Information Security — Confidentiality, Integrity
& Availability

= Consider relevant Codes of Conduct or Certification
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BREACHES & SANCTIONS
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DATA BREACHES O BLM

= New duty to report certain Data Breaches to the ICO, usually within 72 Hours

= |f likely to result in a "high risk of adversely affecting individuals’ rights &
freedoms”, affected Data Subjects must also be informed “without undue delay’

I

= Qver-reporting already an issue for the ICO..

= Requirement for “robust” breach detection, investigation and reporting
procedures

= Records must be kept of any breach, regardless of whether it justifies
notification

= Know how to recognise a Breach (and train Staff to do so) - “a breach of
security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of or access to personal data”, whether accidental or
deliberate

= Have a Response Plan & Dedicated Team
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RESPONDING TO BREACHES O BLM

= Have a process to assess risk caused to individuals by a Breach, but treat
each on its own facts and merits

= Mere inconvenience, or significant effect?
= Contain, contain, contain

= Be ready to notify the ICO within 72 hours of becoming aware, even if all
details not yet available

= Know what the ICO is looking for: - Nature of breach, categories and
numbers of Data Subjects and records involved, likely consequences and
measures taken

= Have a process to inform Data Subjects (if necessary) without undue delay

= Know what affected Data Subjects will need to hear — how severe is the
impact & immediate risk, do they need to take immediate steps to protect
themselves, what measures you've taken

= Keep a Breach Register
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BREACHES & SANCTIONS QBLM

= Controllers must ensure confidentiality, integrity, availability & resilience of systems
and be able to restore availability & access in a “timely manner” — stress-test in
peacetime

= Processors must notify Controllers of breach/complaint and guarantee processing in
accordance with GDPR & ensure protection of Data Subjects’ rights under a binding
contract and without delegating to sub-processors without Controller consent

= Enforcement — Data Protection is now a high-risk issue;

= 2% of annual worldwide turnover of preceding year or 10 Million Euro Fine
(whichever greater) for serious violations re: internal record-keeping, processor
contracts, breach notification, DPOs & privacy by design

= Breaches which can lead to fines: child’s consent, privacy by design, processing, co-
operation with regulator, security, failure to notify breach, communication of breaches
to data subjects, impact assessment, DPOs, certification

= 4% of annual worldwide turnover of preceding year or 20 Million Euro (whichever
greater) fine for: serious breach of principles, consent conditions, data subject rights
& international transfers.
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BREACHES & SANCTIONS OQBLM

= How Fines will be determined (Art. 83, GDPR):

= the nature, gravity and duration of the infringement taking into account the
nature scope or purpose of the processing concerned as well as the number of
data subjects affected and the level of damage suffered by them;

= the intentional or negligent character of the infringement;

= any action taken by the controller or processor to mitigate the damage suffered
by data subjects,

= the degree of responsibility of the controller or processor taking into account
technical and organisational measures implemented by them;

= any relevant previous infringements by the controller or processor;

= the degree of cooperation with the supervisory authority, in order to remedy the
infringement and mitigate the possible adverse effects of the infringement;
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BREACHES & SANCTIONS OQBLM

= How Fines will be determined (Art. 83, GDPR):

= the manner in which the infringement became known to the supervisory
authortity, in particular whether, and if so to what extent, the controller or
processor notified the infringement;

= where measures have previously been ordered against the controller or processor
concerned with regard to the same subject-matter, compliance with those
measures,

= adherence to approved codes of conduct or approved certification mechanisms;
and

= any other aggravating or mitigating factor applicable to the circumstances of the
case, such as financial benefits gained, or losses avoided, directly or indirectly,
from the infringement.
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BREACHES & SANCTIONS QBLM

= Fines must be “effective, proportionate and dissuasive”
= Must be reported without “undue delay” and within 72 hours to ICO
unless unlikely to result in risk to rights & freedoms of individuals

= |f risk is high to individuals, affected Data Subjects must be notified
“without undue delay” unless (narrow) exceptions apply, but can
update with further information over time if full details not available on
breach

= Any delay must be supported by “reasoned justification”

= Build response plans NOW, along with template notifications and
roles/responsibilities

= Plan in peacetime...fines can be avoided if engage with ICO
constructively and openly — “tell all, tell it fast, tell the truth”

= Early engagement likely to foster goodwill and clemency
= No GDPR fines yet? Not exactly...
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BREACHES & SANCTIONS OQBLM

‘This law (s not about fines. It's about putting the
consumer and citizen first. We can't lose sight of
that. Focusing on big fines makes for great
headlines, but thinking that GDPR is about
crippling financial punishment misses the point.

And that concerns me.

It's true we'll have the power to impose fines much
bigger than the £500,000 limit the DPA allows us.
It's also true that companies are fearful of the
maximum £17 million or 4% of turnover allowed
under the new law. But it's scaremongering to
suggest that we'll be making early examples of
organisations for minor infringements or that
maximum fines will become the norm. The ICO’s
commitment to guiding, advising and educating
organisations about how to comply with the law
will not change under the GDPR. We have always
preferred the carrot to the stick’
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BREACHES & SANCTIONS

E British Alrwanys &
‘We are investigating the theft of customer
data from our website and our maobile app, as
a matter of urgency. For mare information,
please click the following link:

“We are extremely disappointed and sorry for any upset

this may cause... we've fallen short here... Cyber crime is a
continual battle for business today and we are determined
to tackle this fast-changing challenge.”

Alex Baldock, Chief Executive Dixons Carphone
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BREACHES & SANCTIONS QBLM

= Some headline-grabbing monetary penalties & prosecutions

= First ICO Computer Misuse Act Prosecution — 12 November 2018

= Six Months' Custodial Sentence for Employee of Nationwide Accident
Repair Services, who accesses “thousands” of customer records without
permission and using colleague logins..even after he had left the business

= NARS saw a rise in complaints from customers re: Nuisance Calls &
contacted the ICO

= CMA 1990 is used rarely by the ICO, but it remains a “tool at their disposal”
- S.1 refers to causing a computer to perform a function with intent to
secure access to any program or data held on that computer and can lead
to a 2-year sentence.

= First ICO GDPR Enforcement Action — 20 September 2018

= Enforcement Notice on Aggregate IQ Services to “cease processing any
personal data of UK or EU Citizens obtained from UK political organisation
or otherwise for the purposes of data analytics, political campaigning or
other advertising purposes (Cambridge Analytica)

= Action against foreign business under extra-territorial provisions as part of
wider investigation into Brexit Campaign; currently under appeal
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BREACHES & SANCTIONS QBLM

= |CO Investigation into the use of Data Analytics for Political Purposes

= July 2018 — Warning Notices sent to 11 Political Parties

= Enforcement Notice for SCL Elections Limited after “unsatisfactory”
response to Subject Access Request sent to Cambridge Analytica - led to
Criminal Prosecution

=  August 2018 — "Emma’s Diary” fined £140,000 after unlawfully collecting &
selling personal data of 1 Million Data Subjects via Experian Marketing
Services to the Labour Party to allow for profiling of new Mums in run-up
to 2018 General Election and send targeted direct mail.

= Not referred to in Privacy Notice & fine was based on 1998 Act given dates
involved

=  Qctober 2018 — Facebook fined £500,000 (maximum under DPA 1998) for
failing to protect Users’ personal data as a result of Cambridge Analytica
Scandal

= Misuse of data discovered in 2015, with no action taken to suspend access
involved until 2018

= November 2018 — 2 Notices of Intent to Leave EU and one to Eldon
Insurance t/a Go Skippy; led to combined fines of £120,000 in February
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BREACHES & SANCTIONS QBLM

15 April 2019 — Bounty fined £400,000 for sharing personal data with third
parties without consent — 14 million people affected ("“unprecedented”);
lack of transparency led to “distress” and was based on financial gain
(Bounty acted as a “Data Broker")

First UK GDPR Monetary Penalties — November 2018

All organisations which process personal data must pay an ICO fee unless
exempt, with a maximum fine of £4,350 if unpaid, dependent upon size and
nature of organisation, aggravating factors

Smaller organisations usually pay £40, SMEs £60, and larger £2,900

If current registrations under 1998 Act still apply, then fees only payable on
expiry

34 Organisations received “Notices Of Intent” in September 2018, with
opportunity to pay to avoid further action in initial round

Some didn’t pay, and fines followed — more than 900 Notices of Intent
issued since September 2018, and 100 Penalty Notices

28 days to pay fine or face further action
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BREACHES & SANCTIONS QBLM

Uber Monetary Penalty Notice — 27 November 2018

£385,000 fine for failing to protect Customers’' personal data after a cyber attack
"Avoidable security flaws” led to details of 2.7 Million Customers being accessed
and downloaded, including names, e-mail addresses and phone numbers
82,000 Drivers’ personal data also downloaded; neither they or Customers
involved were notified for more than a year and Uber paid Hackers $100,000 to
destroy downloaded data — “inappropriate response”

Dutch Data Regulator also fined Uber

Heathrow Airport Monetary Penalty Notice — 8 October 2018

£120,000 fine for “serious” failings over USB Stick lost by employee, not
password-protected or encrypted

Small-scale breach, but investigations demonstrated widespread “failings”,
including lack of staff training

Equifax Monetary Penalty Notice — 20 September 2018

Maximum DPA 1998 fine of £500,000

12 Million UK Users’ personal data compromised during 2017 hack

Attack was upon US servers, but UK arm failed to take appropriate steps to
ensure parent business was protecting customer data — Accountability?

Dixons Carphone? Early engagement underway since June reports...
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BREACHES & SANCTIONS
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GDPR & CIVIL CLAIMS
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GDPR & CIVIL CLAIMS (OBLM

= Still not much case law; DPA 98 Damages usually lumped in as part of a
"Global Sum”, along with misuse of private information, Art. 8 ECHR &
breach of confidentiality

= S.13 DPA 1998 - Previously required financial loss before “distress”
damages could be awarded

= All change - Vidal-Hall & Ors. V Google [2015] EWCA Civ 311

= S.13(2) DPA 1998 struck down & introduced new tort of misuse of
private information.

= Quantum in Data Protection cases typically low — pre-GDPR high
watermark was £750 in distress & £1 nominal financial loss (Halliday v
Creation Consumer Finance [2013] EWHC Civ 333)

= Phone-hacking cases (notably Gulati v MGN [2015] EWHC 1482) set the
bar far higher; up to £260,250 for distress

= But — TLT v Secretary Of State ([2016] EWHC 2217 (QB)) & Brown v
Commissioner of Police For The Metropolis ([2016] Claim Nos.
3YMO09078 & A53YP250)saw far more modest awards; around £12, 500
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GDPR & CIVIL CLAIMS (OBLM

= Article 82, GDPR - "Any person who has suffered material or
non-material damage as a result of an infringement of this
Regulation shall have the right to receive compensation from
the controller or processor for the damage suffered.”

= Any controller involved in processing shall be liable for the
damage caused by processing which infringes this
Regulation. A processor shall be liable for the damage
caused by processing only where it has not complied with
obligations of this Regulation specifically directed to
processors or where it has acted outside or contrary to lawful
(nstructions of the controller.

= A controller or processor shall be exempt from liability if it
proves that it is not in any way responsible for the event
giving rise to the damage.
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GDPR & CIVIL CLAIMS (OBLM

= Article 82, GDPR

= Where more than one controller or processor, or both a
controller and a processor, are involved in the same
processing and where they are responsible for any damage
caused by processing, each controller or processor shall be
held liable for the entire damage in order to ensure effective
compensation of the data subject.

= Where a controller or processor has paid full compensation
for the damage suffered, that controller or processor shall be
entitled to claim back from the other controllers or
processors involved in the same processing that part of the
compensation corresponding to their part of responsibility
for the damage.
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GDPR & CIVIL CLAIMS (OBLM

= Processors now also in the firing line for direct claims by Data Subjects

= Claims can be brought against Processors without any real interaction
with Data Subjects

= Claims for non-material damages now possible and far more likely

= Reversed burden of proof upon Controllers/Processors to demonstrate
compliance rather than upon Data Subjects to demonstrate breach and
damage

= Controllers/Processors must “disprove their own fault”

= Data Breaches now common and of greater interest

= Greater transparency & enhanced Data Subject Rights will enable
litigation?

= First Group Claims already underway - Morrisons / British Airways /
Cathay Pacific

= Will Civil Claims automatically follow Fines?

= Not every breach will lead to high damages and not every Group Claim
will be successful - Lloyd v Google
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O BLM
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:

il
MOrrisons

blmlaw.com
CLEAR» CONCISE » CONNECTED 1



NOTABLE CASES - MORRISONS (QBLM

= 12 January 2014 — File containing personal details of 99,998 Morrisons
Employees posted on File-Sharing Site

= Names, Addresses, Gender, Dates, DOBs, Phone Numbers, NI Numbers,
Bank Sort Codes, Account Numbers & Salaries

= Culprit identified quickly — Andrew Skelton: Senior IT Auditor (convicted of
DPA Offences - 8 Years' Imprisonment)

= Data obtained centrally & extraction easily confirmed
= Robust & secure internal IT & Information Security Environment

= (Claims brought by 5.518 Employees for DPA Breach, Misuse of Private
Information & Breach Of Confidence

= Morrisons alleged to be directly liable for own acts/omissions and
vicariously liable for Skelton’s actions

= Skelton a skilled IT professional, making extensive efforts to cover his tracks
& do as much damage possible to Morrisons
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NOTABLE CASES - MORRISONS (QBLM

= Secure USB Sticks & other safeguards used to protect data from disclosure
whilst being sent to Auditors

= Data remained on Skelton's Computer for a short time, then removed via
USB and uploaded to P2P site

= No complaint made re: Morrisons’ response to breach once on notice

» Primary Liability — Morrisons were not Data Controllers on breach of most
DP Principles & owed no duty to Claimants save to comply with Seventh DP
Principle (Security)

= No breach of Seventh Principle, no other direct liability

= Morrisons took suitable security precautions & limited access to “Super
Users”

= Morrisons also dealt with Skelton appropriately when allowing him access to
IT Systems, even in light of previous disciplinary action — they could not
have known that he "bore a grudge” or “posed a threat” to Employee
Database

= Appropriate IT monitoring & surveillance found to be in place
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NOTABLE CASES - MORRISONS (QBLM

= Morrisons had to be "vicariously liable or not at all”
= No provision for vicarious liability in DPA 1998

= General principle applies; Employees vicariously liable for statutory breaches
committed whilst acting in the course of employment

= DPA 1998 designed to protect rights & freedoms of Data Subjects

= Defence suggested that imposing vicarious liability re: Data Protection
obligations may “overwhelm” businesses; robustly rejected by Judge

= Skelton'’s disclosure was “linked to his work.....(through) seamless and
continuous sequence of events” — closely related to what he was tasked to
do

= Per previous decisions, the motive of the employee is beside the point; in
this case the "grudge was work-related” & concerned relationship of Skelton
with his employer and field of activities assigned

» “The employer, by employing the employee to carry on the activity, created
the risk of the tort committed” — Skelton was under Morrisons’ “control”
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NOTABLE CASES - MORRISONS (QBLM

= Comment

= Businesses will find it very difficult, if not impossible, to defend data breach
claims arising from employee conduct

= Businesses should protect themselves with appropriate Cyber Insurance, as
identified by the Court

» Quantum still to be determined - may be low, but likely to set significant
precedent

= Risk Management & Breach Notification Planning now a high priority

= Standards expected will vary according to size of Business (good for SMEs,
worse for large Corporates/Public Sector)

= Confirmed at Court of Appeal, but now on its way to Supreme Court

» Less a Data Protection, more a Vicarious Liability issue — hard decision to
overturn? Will general public importance make the difference?

= BUT - note Lloyd V Google (October 2018) — Not every case will lead to a
huge payout...
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NOTABLE CASES - LLOYD V GOOGLE

O BLM
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NOTABLE CASES - LLOYD V 0 BLM

GOOGLE

Use of browser cookies to deliver targeted advertising; does this cause “harm”?

Claim involved “Safari Workaround” which saw Safari User Data collected and
sold to deliver targeted advertisements

Less personal content delivered than in Vidal-Hall which involved claims for
distress based on sale & misuse of personal data, but Group Claim put forward
as an "opt-out Class Action” via Lloyd as representative for up to several million
Safari Users in the UK

Proceedings sought to be served outside the UK, require a “good arguable case’
to get through the “gateway”

In this case, no “real prospect of success”, based on no basis disclosed for
seeking compensation under DPA (rather than GDPR, based on date of breach)

In Vidal-Hall, distress damages awarded for “breach of duty”, but in this case
breach of duty had not caused material loss, emotional harm or other
consequences for Data Subjects

Warby J — "A person who objected to receiving such material might say that its
delivery caused irritation and/or that in any event it represented a material
interference with their freedom of choice over how to lead their life. That, however,
(s not the case advanced by this Representative Claimant.”

1
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WHAT’S NEXT? O BLM

= Nearly at the 1-Year Anniversary of GDPR
= No major fines (yet) for fundamental Data Breaches

= European Privacy Regulators have issued 56,000,000 Euros-worth of fines
(mostly made up of the Google Fine, which was “massive & highly intrusive”)

= 206,326 cases reported across the EEA, 65,000 on the basis of self-reported
breach & 95,000 complaints

= 52% of cases resolved, with 1% facing Court Challenge
= Approaches across regulators needs “harmonisation” across EU

= Much of ICO action has been focused on legacy investigations, such as Uber,
Facebook & Equifax

= 1700 breaches notified to ICO in first month of GDPR

= 400 reports to ICO per month — “levelling out”

= 2019 s “transitional” — 36,000 breach reports expected

= New Personal Data Breach Team set up as single point of contact

» Breaches make headlines, but many more complaints about other Data Subject
Rights, specifically SARs...
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WHAT’S NEXT? O BLM

=  Public much more aware of their rights...and wanting compensation?
= SARs are being "weaponised”
= Data will flow less freely in fear of sanction — “Dr’s Receptionist Syndrome”

= UK businesses usually don't notify quickly enough - 21-day average to report and 60
days to figure out there's been a breach (!)

= Data Breaches now an operational reality, but detection & response a “massive
challenge”

= Lack of skills & awareness, undermined further by lack of skills, technology &
procedure to deal with breaches & manage fallout

= Many reports to ICO don't include relevant information to manage response — critical
information often missing

= Hacks likely to take place over weekends, making response a 24/7 priority
= Many reports to ICO sent on a Thursday or Friday

= Many struggling to implement solutions needed to demonstrate compliance &
accountability

= Most small businesses have no Cybersecurity Strategy or Data Protection/IT Policy
= Little obvious consequence for non-compliance...for now.
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DON'T PANIC!!!
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CONTACT DETAILS OBLM

e E-Mail: steve.kuncewicz@blmlaw.com
 LinkedIn: https://www.linkedin.com/in/stevekuncewicz/

« Web: https://www.blmlaw.com/people/steve-kuncewicz
o Twitter: @stevekuncewicz
« DDI: 0161 838 3980
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